HUB

Hub : System.Windows.Forms.Form

-connection : Socket —

UserForm : System.Windows.Forms.Form

-running : bool

-AcceptClient(in iar : IAsyncResult)

-AddOnlineUser(in user : User)

-Logg(in name : string, in received : bool, in message : string)
-RemoveConnections()

-RemoveOfflineUser(in user : User)

+Password : string
+UserName : string

UserList : ArrayList

+AddUser(in user : User)
+CalculateDestination(in u : User) : User
+GetClient(in uName : string) : User
+RemoveUser(in user : User)

DBHandle

-connStr : string

+AddFile(in id : int, in fName : string, in fSize : long, in dest : int)
+AddUser(in userName : string, in pass : string)
+ChangeAccessible(in uN : string, in acc : long)
+ChangeAvailable(in uN : string, in avail : long)

+DeleteFile(in uid : int, in filename : string, in duid : int)
+DeleteUser(in uN : string)

+FileDone(in id : int, in fName : string, in destName : string)
-GetUserld(in destName : string) : int

+SavelP(in uName : string, in address : string)

+SaveKey(in uN : string, in key : string)

+SaveShare(in uN : string, in s : long, in av : long, in ac : long)
+UserExists(in uName : string) : User

User

-accessible : long
-action :int=0

-attempt : int=0
-available : long
-connection : Socket
-filename : string
-filesize : long

-ip : string

-locked : bool
-password : string
-pubKey : string
-reader : StreamReader
-run : bool = false
-share : long

-uid : int

-userName : string
-verificationHash : string
-verified : bool = false
-version : string

-writer : StreamWriter

+AddNewUser()

-Backup(in s : string)
-ByteArrayToString(in toConvert : byte [ ]) : string
-Challenge()

-CheckKey() : bool

-CheckShare() : bool

-CheckVersion(in ver : string)
-Decode(in message : string)
+DeleteUser(in uN : string)
+Disconnect()

-FileDone(in fName : string, in destName : string)
-GetClient(in userName : string)
-GetDestination(in n : string, in f : long)
-GetDestination(in n : string, in s : string)
-GetSource(in userName : string)
-HashString(in data : string) : string
-Listen()

+Logout()

-SaveKey(in key : string)

-SaveShare(in size : string)
-SendAvailableSpace()
-SendDestination(in dest : User)
-SendSource(in source : User)
+StartListening()

-UserExists(in uName : string)
-VerifyRequiredParameters()
-VerifyUser(in response : string)




Client
CLIENT -online : bool
-user : User
User ——
- - -FillListView()
-accessible : string -Login()
-bfl : BFiIeLists: ArkrayList -Online()
-connection : Socket i s string, i s stri
fileHand : FilsHandle UpdateGUI(in command : string, in param : string)
-keyPairCrypto : RSACryptoServiceProvider
-password : string
-pubKey : string
-reader : StreamReader FileHandle
-run :.bool ) -fileReader : StreamReader
-sessionsConnect : ArrayList ~fileWriter : StreamWriter
-sessionListen : ArrayList -keyFile : FileStream
.222:2232 ; Is(:rzlgg 1+CreateBackuplnc.jex(in nameBackup : string)
-userName : string +DeleteindexFile(in nameBackup : string) . )
_writer : StreamWriter +GetFromiIndexFile(in nameBackup : string) : BFileList : ArrayList
— - +GetKeyPair() : byte[ ]
-ByteArrayToString(in toConvert : byte[ ]) : string +GetSharePathSize() : string| ]
+ConnectToClient(in client2 : Session) +SaveKeyPair(in keyByte : byte[ ])
+ConnectToHub(in ip : string, in port : int) +SaveShareSize(in size : string, in path : string)
+CreateKeyPair() +SaveTolndexFile(in bf : BFile, in nameBackup : string)

-Decode(in message : string)

+Disconnect(in closing : bool)

-FileReceived(in received : bool, in bFReceived : BFile)
-FileSent(in sent : bool, in bFSent : BFile)
-GetKeyPair(out keyPair : RSACryptoServiceProvider)
-GetRecovery(in clp : string, in cN : string, in cK : string)
+HashPassword(in password : string)

-HashString(in data : string) : string

-Listen()

+Login()

+PrepareBackup(in nameBackup : string, in pathBackup : string, in pathTemp : string, in savelLocal : bool) BFileList : ArrayList
+PrepareRecovery(in backupName : string) .

-backupName : string
-bf : BFile

-fileHandle : FileHandle
-indexFileName : string
-saveBackupLocal : bool

-ReceiveBackup(in clp : string, in cN : string, in cK : string)
-RemoveConnections()

-RemoveSession(in s : Session, in sessionType : int)
-Respond(in time : string, in no : string)

-SendAccept(in clientName : string)

-SendBackup(in N : string, in clp : string, in cN : string, in cK : string) +DeleteEncryptedFiles()

-SendBackupToHub(in size : string) +GetBackupSize() : string

-SendDoneBackup() +GetFileInfo(in dInf : DirectoryInfo, in pathTemp : string)
-SendDoneFile(in bf : BFile) +GetFileToDecrypt(in kP : RSACryptoServiceProvider)
-SendIndexFile() +GetFileToEncrypt(in nB : string, in kP : RSACryptoServiceProvider)
+SendPublicKey()

-SendPut()

-SendRecovery(in clp : string, in cN : string, in cK : string)

-SendRecoveryToHub()

+SendShare(in size : string, in path : string)

+StartListening()
-StartListeningForClient(in clientName : string)

Session
-bf : BFile BFile

-client : Socket - —

-clientlp : string -cllentName : string

-clientKey : string :Iﬁ'wer: : t')o?rlin

-clientName : string -fiIeSii ?I. string

-clientReader : StreamReader K Z :‘I- ?Eg |

-clientWriter : StreamWriter -I;atﬁi(l'elrﬁﬁ ‘ gt?ing

::zzssgs?:l;%?{pstgi:ngF!SACryptoSerwceProwder -originalFileName : string

un cbool -sent : bool

-sess'ionType Sint -substituteFileName : string

-sharePath : string -ByteArrayToString(in toConvert : byte[ ]) : string

-stream : NetworkStream +DecryptFile(in keyPair : RSACryptoServiceProvider)
+EncryptFile(in keyPair : RSACryptoServiceProvider)

-user : User File( : )
-ver : Verification -HashString(in data : string) : string

-CheckForFileSize(in fileName : string)

+ConnectToClient() —
-ContinueWork() Verification

-Decode(in message : string) -clientKey : string

-Disconnect() -clientVerification : bool

-GetFile(in fileName : string) -myKeyPairCrypto : RSACryptoServiceProvider

-Listen() -myUserName : string

-ReceiveFile(in path : string, in fileSize : string) -myVerification : bool

+SendDigitalSignature(in command : string) +CheckDigitalSignature(in original : string, in digSig : string)
-SendFile(in fileName : string, in fileSize : string) +CreateDigitalSignature(out original : string) : string
+SendVerOK(in command : string) -HashString(in toHash : string) : byte[ ]

+StartListening()
-TransferFile(in path : string)




Database design

Users

Files

PK

uid

COUNTER

userName
pass

ip

pubkey
share
accessible
available
locked
filename
destination

TEXT
TEXT

—_

TEXT(50)
INTEGER
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uid
filename

destination

LONG
TEXT(50)
INTEGER

size
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Blocked

PK

ip TEXT(50)

blocked

DATETIME




